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Cyber Security

What is Cyber Security

Is protecting networks, computers,
programs and data from attack,
damage or unauthorised
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The difference between Data and Information

Data is raw facts and figures. For example, a lists of test results for a class. Without

any context or analysis, the data may be of limited use on its own.

Information is created when that data has been processed and becomes
meaningful: For example, these are scores from a test where the pass mark was 35.

Firewalls

A firewall checks incoming and
outgoing network traffic. It scans the
datfa to make sure it doesn’t contain
anything malicious and that it
follows the rules set by the network.

Anti-malware

The anti-malware will have a list of
definitions of sequences of code
that they are aware are malicious. If
the code in your files matches the
definitions, the files are quarantined.

Social Engineering

Manipulating individuals so they give away personal information
(e.g. bank account).

Blagging - inventing a scenario to target someone into divulging
info. Companies can give employees security training.

Phishing - fraudulently obtaining personal info (using e.g. email or
SMS). Beware of links in emails!

Pharming - Cyber-attack o redirect a website’s traffic to another,
fake site. Check the http address has http's’

Shouldering - observing a person’s private
info over their shoulder (e.g. ATM)

Name Generator Aftacks

These are atftacks in which the victim is asked in an app or a social
media post to combine a few pieces of information or complete a
short quiz to produce a name. Attackers do this to find out key
pieces of information that can help them to answer the security
questions that protect people's accounts.

Auto-Updates
Software that automatically checks
for available updates

difficult for attackers. §
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Software update v12.6

Key Vocabulary
Key Word Definition
Botnet A large collection of malware infected
devices.
Hacking This can be Ethical or Un-ethical hacking

User permissions Users on a network can be put into groups,

with each group having a unique set of

privileges.
User Secure passwords, maximum number of
Authentication attempts, CAPTCHA, Biometrics, Two-factor
identification.

Internet bot Automated programs that perform tasks

repeatedly. Bots ca have a malicious intent. .

Malicious code and attacks

Malware - umbrella term to describe a variety of hostile or intrusive
software. Six categories: Virus, Trojans, Worms, Adware, Spyware
and Ransomware.

e Computer virus - installed on your computer without your
permission with the infention to do harm. Viruses spread through
email attachments or IM services OR

through files/programs downloaded

e Trojan - pretends to have a legitimate purpose. Spread by email
e Spyware - gathers info without user knowing (e.g. bank account
details).

e Adware - internet usage analysed and then advertising tfargeted.
e Hacking — Gaining unauthorised access of a computer.

e Script kiddie — Are hackers who use fools downloaded from the
infernet that allow them to hack with little technical knowledge.

e Denial of Service Attack (Dos) — Floods a targeted computer or
website with lofs of requests and internet traffic in an attempt to
overload the system.

o Distributed Denial of Serve Aftack. (DDos)- This uses the same
concept as a DoS attack but this time it is multiple computers
making the attack at the same time.

e Brute Force Aftack — This makes multiple attempts to discover
something, for example a password.

Ransomware Self-replicating virus — Locks a computer,
encrypts files and demands a ransom paid
before they decrypt the files and unlock the
computer.

Viruses Malicious from of self-replicating software.

Legislation

sed fairly, openly, and
In accordance with the law.

Data Protection Act 2018

All organisations and people using
and storing personal data must
abide by the following principles.

used only in a way that is necessary
nd sufficient for the purpase for

ent for the pu
which it was collected

Accurate and up-to-date

Your righfs Only kept for as long as it is nesdsd
As a data subject, you have the e
right to find out what information
the government and other

organisations store about you. .

[P 1ccess the data that an organisation
\d has about you

Find out how your data ¢ being
used (by an organisation)

Computer Misuse Act 1990 A
Designed to make hacking into
computer systems a criminal
offence with a potential jail
sentence of up to 10 years and an
unlimited fine.

) Have your data deleted
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R processing your data

Transfer your data to a
different organisation

.

1. Unauthorised access to data
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